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Outline — What you're getting into

1. Derive Polynomial Equations o-e-—© 2. Grobner Bases — Mathematical

4. Grobner Bases — Computational

5. Term Order Change



Motivation — A Brief History of Jarvis

Oct '18 l Jarvis proposal

“Grobner basis attacks never work.” —Tomer

Apr '19 e Jarvis attack

“I am probably the first symmetric-key designer
to be f—d by a Grobner basis attack.” —Tomer




Deriving Equations — Just AR V lal' S
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Grobner Bases — Polyterms and -nomials

polynomial

3-xy+ 5 - yz°
—— "
leading term coeff monomial



Grobner Bases — | said “order!”

Lex

X1 > Xp = > Xp—1 > Xp

x3 = X222 = ylz* - 25

Degrecrev lex
X](_ll“'Xr?" }Xll...X/B"

if Y ai>> 6

reverse lex breaks ties

X3 <x?22 <yl - 2°



Grobner Bases — Who's leading now?

3-xy+ 5-yz°

LT ex LTdegrevlex



Grobner Bases — A peek of Euclid

f div G:
f=qg1+...+qmgm+ r



Grobner Bases — ldeal for ideals

/_<g1,---,gm>
= q181 1+ ... T+ dm8m



Grobner Bases — ldeally defined

Definition (by Leading Terms)
G is Grobner Basis < (LT(g1),...,LT(g)) =LT(/)

Definition (by Unique Remainder)
G is Grobner Basis < f div G has unique remainder



Grobner Bases and Crypto Systems — The (missing?) link

\ (
multivariate unique .8
} polynomial ideal
equations  representation
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define ideal represent
ideal well
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Grobner Bases and Crypto Systems — They've got your back-substitute
{ x>+ x+5 }

{ x?> +8xy +5 }

5 { x> - x+5}
y:

y>2 -5z +5
2 —z+4
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Grobner Bases and Crypto Systems — And now follow the link

fi(x) =0 GB algorithm roots in xp
: 7 » G|ox —back substitute = solutions
fn(x) =0 / n:=n-—1

Term Order Change

Gdegrevlex



Buchberger's Algorithm — Syzygy pylynymyals

Example

S(3y 40, 22+0) = -2

f g

Definition (S-Polynomial)

S(f.g) =

Xyz

3y 2z

_ lem(LM(f), LM(g)) r lem(LM(F), LM(g))

LT(f)

Definition (Buchberger's Criterion)

LT(g

)

G is Grobner Basis < S(gj, gj) div G = 0 for all pairs from G

&



Buchberger's Algorithm — Are we there yet?

Input: F={f,...,fn}
Output: Grobner Basis G

G =F
G=10
while G # G’ do
G=0G
foreach (gj,gj) € G x G do
if S(gi,g) div G # 0 then G' & S(g;, ;) div G
return G’



F, — Everything at once

{elems} CGx G vx? € Mon(elem)

| |fLM(%)|Xﬁ

S(-, ) halves Ladd LM((} i

Build “stuff to work with” —— coeff matrix

+ .
(G < new polynomials «—— row reduce




Fs — Your signature here, please

vector of origin signatures
/N VO /N
fi(x) - q1(x) X2y +y 0
2
Xy S 0
2 =8 2 — 2
Yy tyz y
fn(X) * gm(x) 0 0

N— N—



Summary — This is a wrap

(ki +c1) - ko=1 (ko + o) - ky =1

roots in xp
< ) > 7 T’ Glex —back substitute = key: ko
n:=n—1



Complexities — Computational, not mental

Oworst(dr%]r;om) :
VS(g,-, gJ) Oan (dr?\,;x) 1 0 (n ’ diqu(R/l)3)

[" . :"1) 0 (m("3)) A ;

roots in xp
5 O (m(”Z:’:ﬂ“) back substitute O(d2,, 10g dmax log q)

max
n:=n-—1



Further reading — The NeverEnding Story

Ideals, Varieties, and ” Using Algebraic
VS(gi, &) Algorithms s Geometry
Coxet. al.  LoUL i Cox et. al.

- Ideals, Varieties, and Using Algebraic
= . Algorithms Geometry
Cox et. al. Cox et. al.

A Survey on
Signature-Based Grobner roots in xp Modern Computer
5 Basis Computations back substitute Algebra

Eder & Faugére ni=n-1 von zur Gathen et. al.



